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We thank the reviewers [R1, R2, R3] for their valuable and constructive comments. We are glad that all of them
appreciate the novelty of the proposed metric learning approach for adversarial robustness. Below we address the
reviewers’ comments in detail.

The Novelty of t-SNE Visualization of Latent Representation of Adversarial Examples [R1]. The main contribu-
tion of our paper is a triplet loss function for adversarial robustness, not t-SNE. We only use t-SNE visualization to
analyze and motivate a triplet loss function for adversarial robustness. We will follow R1’s suggestion to clarify this
point in our paper and cite and discuss all related papers suggested by R1.

Variants of Metric Learning [R1]. Thank you for the suggestion. Our approach is general and will work with several
metric learning approaches. We will mention these.

Theoretical Analysis [R2]. We agree with R2 that theoretical understanding of adversarial samples for Neural Network
is important. Our paper presents an empirical visualization of robust vs. non-robust NNs under adversarial attacks and
uses it to motivate the proposed metric learning approach for adversarial robustness. Similar to many prior problems,
empirical work sometimes precedes theory [2]][4]. In this paper, we focus on an empirical understanding, and theoretical
analysis is out of the scope.

Variants of Model Architecture [R2, R3]. We present the same evaluation and architecture setup as our baseline
papers, where they also use one model architecture for each dataset. We evaluate different model architectures (LeNet,
WRN, ResNet50), which demonstrate that our TLA is not restricted to a single model architecture [R2]. Thank you
for the suggestion to compare different architectures, and we have included these results for MLP and ConvNet in the
following table. Overall, we observe similar improvements using our proposed TLA method.

MNIST (MLP) Cifar10 (ConvNet)
Attacks Loo | Clean FGSM  BIM C&W PGD | Clean FGSM  BIM C&W PGD
» UM 98.27%  5.23% 0% 0% 0% 77.84% 3.50% 0.09% 0.08% 0.03%
E AT 96.43%  73.25% 57.83% 62.60% 58.10% | 66.06% 40.20% 36.32% 34.34% 34.80%
5 ALP 95.56% 11.08% 64.39% 63.46% 64.13% | 66.18% 39.45% 36.15% 32.55% 35.32%
= TLA 97.15% 78.44% 6547% 67.73% 65.88% | 66.53% 41.03% 37.05% 34.50% 35.74%

Gap between Visualization and the TLA layers [R3]. We apologize for the confusion. We indeed applied triplet loss
to the penultimate layer (line 137-138,174-179), i.e., the same layer we visualized using t-SNE. Thus, no gap exists
between the visualization and the TLA layer. We will fix this typo in the next revision.

Baseline Defenses [R3]. We compare against state-of-the-art baselines for defending against L, attacks: (i) Adversarial
Training (AT) is an established model for adversarial robustness, and (ii) ALP achieved the state-of-the-art result on
adversarial robustness for ImageNet. We demonstrate that by adding a simple triplet loss during the adversarial training,
we substantially improve robustness over these state-of-the-art defenses. Other types of defense methods are either
orthogonal to our line of research or compatible with our defense method and can be applied simultaneously (e.g.
pre-training [2]], ensemble learning [3]], adding feature denoising blocks into model [4]], leveraging additional unlabeled
data [[1]], etc.).

Attack Types [R3]. An advantage of our approach is that it is general and works with several attack types. We originally
focused on infinite norm adversarial attack in order to fairly compare to baseline papers. However, as suggested by
R3, we also conducted evaluations on Ly (JSMA) and Lo (CW, PGD, DeepFool) attacks. The table below reports the
results, which follows the same trend as the original paper.

MNIST (LeNet) Cifar10 (WRN)
Attacks | JSMA (Lg) PGD(Lz) CW (Lz) DeeoFool (Lz) | ISMA(Lg) PGD(Lz) CW (L) DeeoFool (L2)
g AT 99.08% 96.61% 99.08%  99.13% 40.4% 36.8% 50.0% 67.7%
£ ALP 98.83% 96.28% 9891%  98.95% 36.9% 38.6% 51.2% 43.5%
2 TLA | 99.32% 97.38%  99.36%  99.35% 48.6% 41.1% 53.5% 80.8%

Figure 3 [R3] Thanks for pointing this out. There is a typo on line 136, where xz(,i ) should be x;(i), which should be
consistent with Fig 3 and equation (1). We will fix this.
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